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mdcdev_0000001,15,read_coils,uint16_t,0x130,37
mdcdev_0000001,15,read_discrete_input,uint16_t,0x1c4,22
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PD Exchange (Z2OW TIIEMANZHIE A v & —UNENDR—Y 72TV ET,

PH #h B {EAk WEB $—— 2B W Tk, 7 — X EROINE A v v —T% T fFm~0
A »E—T & LTHRWET,

Eit (7 Z 9 F) »ooflfl A~ —1% PD Repeater 271 L UNIX KA A >y RZ
& U PD Handler Modbus Client %$® FjiiD Y 7 N =7 EY a—/Lb~HiEsvEd, T
WMDY T RN =T EY a—/UXT —FDERFBICHNS UNIX RAAL Yy MZLY PD
Repeater #71 L7 77 R~HlfHFERAZ KL £,

@ /pid_repeater/localnams

e R PD Handler

PD Repeater

@®/pd_handler/localname /

ﬁ?'Jﬁl])‘ v —U0% JSON XFFNEZBE L TWETH, 7 7 7 MUIOKIEEMSE L LT f 1
(ZHE SNV E#R . MQTT IZB8WTiE b ¥ > 2, PD Exchange IZBWCiZa~> R
ID, PH #H A Ak WEB H— 3 —Z8B8 W TIIGE~ > ¥ —, TCP #ktici\\TidaA— K
B DML RDEENEZBNDT2D, PD Repeater 206 Rt Y 7 N =7 €Y =2 —
IASDOHIEH A » 2=V DEmTEICBNTIE, ZRODOEREFEMA vE—Y DNy v afl
(MD5) Z A LTV ET,
A v =20y v aflld, FIROY 7 b U =7 F Y 2 — VNS5 2 KRR I
EDOHIEH A = Ik T DIRE R OPMEIZT 22 L2 BELTZH DT,
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MQTT 7= b3 TR SN D7 7 U Rapilc 7w ofiin 25 LET,

ca)rﬁtj oy it ) EE—
({"data" "valus } L INEEAE
Firitof R PD Handler reiy " TMDS" et tdone™h) QJL’F’ (B)JFB%‘F}“)J@_—*}
(5}
PD Repeater | mprr oK
Fatan
S P = " (0 B2
() FoFFmemDs e by 7 Ayl (Z)Tlﬁjgkuy' (D5 EE1E)
%

—

(D) #HE A =YDy a2 EMDS) A FHE L TR E E7,

(2) MQIT 72 h =/ ULV HII A v =V %A ATV v a LET,

3) #HIE A v — %2, A =0y v 2 fEMDS)ZEE L £,

(4) 777 FID (PD Repeater EOfEE FOFRE), #lfHA vE—T DNy v 2 fEMDS),
ey 7 EHIZHIIA v E—Z2 FROY 7 by =TV 2 — WL LET,

(5) i A v &=V > TRHEETVET,

(6) WHFER L LIHIE A v =T DNy v 2 EMDS) ZJEE A v E— VTl TR L E
R

(7) MQTT 7'& h a/VIZ L VHIHA v =T RT ) a2 LET,

Q) EA Y=Y Loy v afEMD5) E (1) THE Loy v 2 fi(MD5) % g3 %
ZLET, FOREA vE—UIZHT DIRE TH LI ERAMIZT S ENTEET,

2-5-2. PD Repeater D TR AR A vt —

Openblocks IoT Family (Z#5# X415 ToT 7 — Z filikEE 2 2 O £ £FIH T 5 L TARIEHE
ITRFICERRT D MBI D £ A,

BMPD Repeater DY 7 NV =T E Y 2 —/VIHEET DA v E—TV DT +—~< v MR

LET,
Cloud ID Sub ID Header Size MD5 Header Payload
(1Byte) (1Byte) (2Bytes) (16Bytes)

Cloud ID (1Byte) : PD Repeater FO{EE FEID Y TTWAHEZELT o haroi s

Sub ID(1Byte) : PD Repeater FDETE L&D YT T\ 2 EZF DT 7% F(0x00 X i 0x01)
Header Size(2Bytes) : PD Reperater Tl & 7= Header DA X

Header : PD Reperater Tl S 417 MQTT @ k& 70 HTTP OJRE~> &

Payload : 7 7 7 R i% EOIVTREZGIHA v E—
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BCloud ID &L~y ¥ —DONEFEZRLET,

777 R Cloud ID | Fy/7 w4 ~ X —DHE

PD Exchange 0x00 PN Command ID, ApplicationID
MQTT H—/3— 0x01 Py MQTT%fE b > 7
Watson IoT for Device 0x02 PN MQTT=fE hEv
Amazon Kinesis 0x03

<TH> 0x04

<THI> 0x05

WEB #—/3— 0x06
AWS ToT 0x07 R MQTT Z1E F v 7
MS Azure Event hubs 0x08

Watson IoT for Gateway 0x09 st i MQTT=fE hE > 7
MS Azure IoT Hub 0x0a K hix MQIT=fE v s
Toami for DOCOMO 0x0b

RAAL Y b 0x0c

KDDI IoT 7 7 I Standard 0x0d
<FHI> 0x0e

PH 3k B {H4k WEB #—/3— 0x0f K hix HTTP [~ & —
Google IoT Core 0x10 st MQTT=fE bt > 7
TCP 0x11 PIIIN B IP 7 RV R LR— bk 5
AWS IoT[Websocket] 0x12 PSS MQIT=fE v
MS Azure IoT Hub[Websocket] 0x13 PSS MQIT=fE v

777 RID &~y XONE
Watson IoT [Z2WTiE, XA B— F&"d"F—D JSON A7V =7 hELTWDHdH,
v afi (MD5) ##7-%, 72— RL’d"%F—D JSON A7V =7 hOHEHIE A vt —
VELTHALTWET,
IoT T /34 ANTIZOWTIL, %A B— K %&"parameters’*—@ JSON A7 =7 h& L
TWAHH, Ny v afi (MD5) %187, 7 =— K L”parameters”¥—® JSON # 7
=7 FOREFIEIA v E—YE L THADLTWET,

TCP D IP 7 N LA L AR — FEHIE, RO JSON XFF| TSN ET,

{“ip_addr”"<IP address>" port”:<port>}
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2-5-3. Modbus ¥ 54 7 > b /Y —/\—D T i A R Hl 1

PD Handler Modbus @ it J7 Al filEIZ DU TR Li?‘

PD Handler Modbus @ Tt J7 Ml 2 F] 13 % 72 9121%, Modbus (IZHWHIDH T 7 7
ara— RERFEL TEBMLERHY £,

PD Handler Modbus IZHWHILTWATZ 77 g a— RaRLET,

a— R 4R G T k|

0x01 | Read Coils TUFNMVENCREINTWDHE Y MEZ HHIARET,

0x02 | Read Discrete Input TIOENVATIOE Y MEZGHFARET,

0x03 | Read Holding Registers LURAAHNTERE SN T AIEEFiHRAHE T,

0x04 | Read Input Registers LY RAF NN OEZE G AHRFE T,

0x05 | Write Single Coil TUINM1Ey bOE Yy MEZBRELET,

0x06 | Write Single Register LOAAM I LA DEERELET,

0x07 | Read Exception Status ATV R/ —=R—l T T — AT —F A EEMLE
X

0x09 | Write Single Discrete Input TUXNVATI1IEY hOE Y MEEZRELET,

0x0a | Write Single Input Register LIOAFZANNL VP AZDIEZRELET,

0x0f | Write Multiple Coils BT 2BHOT VA NVHIOE Y MEZFRELE T,

0x10 | Write Multiple Registers W 2EHDO L VA HIIOEERELET,

0x11 | Report Slave ID B[ RER A L —7 (—3—) B ID Z@m L £9°,

0x13 | Write Multiple Discrete Input | @& T 2 OT X NVATOE Yy MEEZRE L E T,

0x14 | Write Multiple Input Registers | Wt 9 28D LA X ATIOEEZFE L ET,

0x16 | Mark Write Registers LVIOREM N v AT LET,

0x17 | Write and Read Registers H T 2EBO LR AN OEEFRE L., £ DEE HiHiA
HET,

PD Handler Modbus IZHWHILTWATZ 77 g a— KR

Z ZC. 0x09, 0x0a, 0x13, 0x14 WELH) 72 A J) % Fi7= 72\ PD Handler Modbus Server @™
TOHANVANELLIFVUAZ A7 T 0 RANLGRETE L) HESN, Ak
Modbus 7' &k S /VICIFFEE LW AIED 7 7 > 7 v 3 T,

Modbus 7 7 > 7 ¥ 3 > 22— KX, PD Handler Modbus ® 2> 7 4 77 7 A L
(pd_handler_modbus_client.conf, pd_handler_modbus_server.conf) % L < I% it 5 il

Nz BT JSON LD function” ¥ — IZRE I L E T,

7. CVS 77 1/ (pd_handler_modbus_client.csv) 2B\ TiE FEALX] & LTHE
3T WIHRESNET,
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OX"NHIEESD 16 RO 7 7 7 2 g v a— RaCFEH & function” F—ICHRET 5 2
E DL ARETT A, 16 HEERFD & 1IN & UTFHIERTLEHN D Z L L A[EETT,
“function” ¥ —IZFHWS 77 7 g va— ROBMZ R LET,

a—F E2xn AR SCFAIFR L

0x01 Read Coils 1 read_coils

0x02 Read Discrete Input 2 read_discrete_input

0x03 Read Holding Registers 3 read_holding_registers

0x04 Read Input Registers 4 read_input_registers

0x05 Write Single Coil 5 write_single_coil

0x06 Write Single Register 6 write_single_register

0x07 Read Exception Status 7 read_exception_status

0x09 | Write Single Discrete Input 9 write_single_input_register
0x0a Write Single Input Register 10 write_single_input_register
0x0f Write Multiple Coils 15 write_multiple_coils

0x10 Write Multiple Registers 16 write_multiple_register

0x11 Report Slave ID 17 report_slave_id

0x13 Write Multiple Discrete Input 19 write_muliple_discrete_input
0x14 Write Multiple Input Registers 20 write_multiple_input_registers
0x16 Mark Write Registers 22 mark_write_registers

0x17 Write and Read Registers 23 write_and_read_registers

“function” ¥ —IZHWA 7 7 7 v a v a— FOBIF
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2-5-3-1. Modbus 7 547 > k

PD Handler Modbus Client @ it 5 A fill I DWW TR L £,
PD Handler Modbus Client ® Tt 5 A HIENZH WD JSON XFFN DA T V=7 haERL

£,
F— T — X W Bl
protocol prasvil O | TCP #f5ikkss D3 &1 tep’. RTU ik Rs DF A1 rtw
node prasvil VAN TCP #&ft PLC ##wD IP 7 KL
port S| A | TCP #%f5¢ PLC #4838 DR— h &=
device ST A | RTU #f PLC H#R0D T /S A 27 7 A b
unit LS O | PLC F&#8® ModbusID, 1~247 X% 255(TCP #fi D 7
function B X O % 2-5-3 AT AT 7 v ara— ROW, k#E [PD Handler
T Modbus Client THIHFRER 7 7 7 v a v a— ) ICFdiEnd =
— R
data_type | CFFI XL - R OAIH
B e L 16 By NER D Cuint16_t T 0
FFofh& 16 By MEE: intl6_t XiE T
BE L 328y MES/ Y by T 4 7 uint32lsb_tT i ‘2
BEfr& 32 8y MES/ Y ML F 47 2 2 int32lsb_t' XUk ‘3
BEmRL 32y MEs/Ey /5 47 uint32msb_tT X ‘4
HirftE 32 vy NES/ By /25 0TV int32msb_tT X% ‘5
BEINZVNEEIE, FERL 16 By MEE
address CFFN X T—ABEMINTND, & 2DVIEIEMNT 2 PLC s LOBIAT FL R &%
i ELET, RLHNOXOHBAIT 163 L RS ET,
BE SNRWEEIE, 0x00
number | SCFHIXIL - FHEXTHLUAIFERRLET, HESNAVEAIE. 1
Uiy
values ki anvdl A EBXAtrT—4 (B oW

PD Handler Modbus Client ® T 5 &IENZ VD JSON XFH DA TV =7 |k
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PD Handler Modbus Client THIHA[GER Y 7 7 v a v a— RaRLET,

a—F B2 FIH FTRE
0x01 | Read Coils O
0x02 | Read Discrete Input O
0x03 | Read Holding Registers O
0x04 | Read Input Registers @)
0x05 | Write Single Coil O
0x06 | Write Single Register @)
0x07 | Read Exception Status

0x09 | Write Single Discrete Input

0x0a | Write Single Input Register

0x0f | Write Multiple Coils O
0x10 | Write Multiple Registers O
0x11 | Report Slave ID O
0x13 | Write Multiple Discrete Input

0x14 | Write Multiple Input Registers

0x16 | Mark Write Registers

0x17 | Write and Read Registers O

PD Handler Modbus Client CH|HR[RE/R 7 7> 7 v a v a— R

BlZIE, TCPER SN TNDHAN VYR Z ZRirirteDTHIUL, 7707 FEVRD XS
IREE A =P AR £,

{
“protocol”’tcp”, node””192.168.1.8”, port”:’502”, “unit”:255,
“function”:’0x04”,”data_type”:"uinit16_t”,”’address”:”0x160”,”number”:5

¥

T HINEA Yy E—V1E, ROK TR £,

{
"time":"2017-09-05T'15:30:05.758+09:00",
"reply_to":"452556d8daf1f7eb483d00ee03718e8e","result":"done",
"memo":"Modbus Client 00",
"protocol":"tcp","node":"192.168.1.8","port":502,
"unit":255,"address":352,"function":4,"data_type":"uint16_t",
"values":[65535,0,1,2,3]

}

Z Z Treply_to”lx, #lfHIA vE—T D Ny v affi (MD5) T,
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VU T NGO PLCHEZRO M I L VA X |l 2 EXIATLOTHIUL, 777 FLUVKkD X
IR A v =Rk 9,

{
"protocol":"rtu","device":"/dev/tty EX1",
"unit":16,"function":"0x10","data_type":"uint32lsb_t","address":"0x120",
"number":2,"values":[4567,891011]

f

Z Z CT’data_type”/’ 32bits DA “values” L BN, FALOD 16bits (ZEI S TRLEL SR
572, "number”’7’ 1 TH > T, “function”|T Write Multiple Registers Zffi fH L 72 < T
3720 F£EA,

KT DIEEA =1, ROX D720 £7,
{

"time":"2017-09-05T'16:35:13.653+09:00",
"reply_to":"fe9b49ff045f435a371303a82281f3f9","result":"done",
"memo":"Modbus Client 01",
"protocol":"rtu","device":"/dev/ttyMDF1",
"unit":16,"address":288,"function":16,"data_type":"uint32_t",
"values":[4567,891011]

7235, "protocol”,’node”,"port”,’device” T & = 115 PLC #as (~DHEEHe 51%) 13, Modbus
AT ITNA AL LTRSS IUERREN AN 2> TVD b DIZROENET,
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2-5-3-2. Modbus ¥—/\—

PD Handler Modbus Server @ F{#i 57 afl#ENZ W CERH L E 1,
PD Handler Modbus Server @ R 7N AV JSON XFEF|OA T =7 bERL

£,
F— T — X W Bl
function SCFHI O B 253FIIHHAT L7 77/ v ara— ROWN, &k IPD Handler
iLS 4 Modbus Server THIHFRER 7 7 7 v a v a— R IZFiHlcshvd =
— R
data_type | 3CFFI XL - K OAIH
LS PiE7a L 16 By MEH : Cuintl6_t’ XiE 0
FFafh& 16 By MEE: intle_t XiE T
BE7e L 328y NES/Y ML 2T 4 7V uint32lsb_t X% ‘2
BEft&E 32y MES/ ) by T 4 7 Dint32lsb_t T ‘Y
FERL 32y NES/ By V=T 07 D uint32msb_tT Xk ‘4
BEft&s2vy MES/Ey /0T 47 Dint32msb_t XL 5
BESIRWEAIT, 572 L 16 £y MES
address SCFFI T BEMEN TN D, & DVIEREMT D PLC Hdr LOBRMT N L A &%
B ELET, FLHENOXOHAIL 16 R L RS ET,
fRE S engEaiE, 0x00
number | SCFHIIL - FALXTHL ORI METRLE T, BEShARVEAIER, 1
e
values FEHEL A EBEALT -5 () O

PD Handler Modbus Server ® R 5 HHIENZH VD JSON X5 DA TV =7 |k

PD Handler Modbus Client & (%729 PD Handler Modbus Server EE DL VA H <
VKT HEEZITO b DO THH7-H, "node” " device”F — DR TEIINEE LEH A,
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PD Handler Modbus Server CHIHR[GE/R 7 7 > 7/ v a v a— RaERLET,

a—F B2 FIH FTRE
0x01 | Read Coils O
0x02 | Read Discrete Input O
0x03 | Read Holding Registers O
0x04 | Read Input Registers @)
0x05 | Write Single Coil O
0x06 | Write Single Register @)
0x07 | Read Exception Status

0x09 | Write Single Discrete Input O
0x0a | Write Single Input Register O
0x0f | Write Multiple Coils O
0x10 | Write Multiple Registers O
0x11 | Report Slave ID

0x13 | Write Multiple Discrete Input O
0x14 | Write Multiple Input Registers O
0x16 | Mark Write Registers

0x17 | Write and Read Registers O

PD Handler Modbus Server CHJHFR[RE/R 7 7 > 7 v a v a— R

BlZIE, ANV PRAZ G HPACOTHIUE, 777 FEDKRO LS 2l A v —2 %

‘Y ET,
{
"function":"0x04","data_type":"uint16_t","address":"0x160","number":5
¥
T HINEA Yy E—V1E, ROK TR £,
{
"time":"2017-09-05T'15:30:05.758+09:00",
"reply_to":"452556d8daf1f7eb483d00ee03718e8e","result":"done",
"memo":"Modbus Server 00",
"protocol":"tcp","node":"192.168.1.8","port":502,
"unit":255,"address":352,"function":4,"data_type":"uint16_t",
"values":[65535,0,1,2,3]
}

Z Z Creply_to”lx, HlfHIA vE—T D Ny v affi (MD5) T,
LU AL~ 7 Znode”, “port” b L < 1X7device”’ DX AL H D £ A2, PD Repeater 7>
SITRIR DT 3 A& 5 HFFOMEBI D Modbus ¥ —/3—F /34 X ENLEHT HIDT-0,
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WA =2, PD Repeater 22O Hfilfl A v &—2 %% 172 UNIX RAA Y 7> b
&%t & 729" node”,"port” b L < 1&”device” M S L E T,

ANV AZNEEEZALOTHIUX, 777 REDVKRDO LD RHIEA v -V %KD
E N

AN VD AZFAR BN AD 2 N =2 %2 LTy hEND LY AX T, PD
Handler Modbus Server TIX Fii A AIGIHIC LV LY A F~ v T2 EHEEWMR H LN TE

7
{
"function":"0x14","data_type":"uint32_t","address":"0x140","number":4,
"values":[4567,8910,561,435]
f

Z ZC’data_type”A’ 32bits DA “values”iF A7, FALOD 16bits (Z57H AV THRLEE S U
57=® ., "number’? 1 TdH > TH . “function”E Write Multiple Input Registers i f L
e T £¥ A,

KT DINEA v =1L, O LS £,
{

"time":"2017-09-05T'16:35:13.653+09:00",
"reply_to":"d5bce347ad36fa6e7090d0f763108882","result":"done",
"memo":"Modbus Server 01",
"protocol":"rtu","device":"/dev/tty EX1",
"unit":17,"address":320,"function":20,"data_type":"uint32_t",
"values":[4567,8910,561,435]
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2-5-4. PD Agent

PD Agent (%, PD Repeater 7> 5 illfifl £ v —2 (JSON XF4]) 2% THY ., TORES
NIzF—LEO—EEFf> Ca—Y—DHETLIFITA T V=7 P LT =AY
7 EFTLET, (PDAgent TOHEBSEMHII LTI TOFERE—HERY £7, )

PD Agent (32— —EFRDO 2L 7 4 VR ELZ D Z & TR R OHIEBEEES FF/- 72

vV PD Handler BLE % L #5325 Z L ZRHRICHE SN TWS T 7Y r—r 3 TR,

AR TIX PD Handler & 13# X9, PD Agent 22— W —FEFHKT A A L L THERLE

MCENE S D HEEBNCEOM AT EEZHAL £,

2-5-4-1. A—HF—FET/N\A1 ADEHREEZEXDRTE

1. WEBUI® [H—bt2x] — K] - [=2—F—F 1 2%k #7 1 0, PDAgent
Ba—P—EHET A AL LTHELET,

EZELEPNEE D 256%. BEROT A 2L L TERT 2581 BssLET,
— B AMEEE D IEARZL EIZ OV TIE, [OpenBlocks IoT Family A1} WEB UI & v~ K
T oA K] OFESEASBBLTTFEN,

2P —ERDT A ZADREREIT, TAA AFESEFVIRY AEEREM 5T H1F
¥%(7TT,

2. WEB UL ® lMoT 7—%] = [TFUVRE| #7077V r—ra VA =a—X&
. PDAgent NEEISND L IORELET,

TV = a VOREREICOWVWTIE, F23EEZBMLTTE,

3. WEB Ul @ [ToT 7 —% ] — IEZERE] 70 [EZERE] A==2—L0, &
ZAR DB & EZAFRE DA 2 DT A ZNEAF LR WREZITVET,
EZERECONTIEE 242 BE B L TR,

4. WEBUI® MoT 7—% | — EZERE] # 7D T34 ZZE (22— —EHK)
A=ma—RY a—P—ERT M AOEZERELITNET,

A—P—ERT AL ZADEZEREICONTITEF 2-4-8 FA SR L TFEW,

88/128



2-5-4-1. PD Agent ME%E

WEBUI ® [ToT 7 —%# ] — [PDAgent] %7 XV, PDAgent DX EZITWVET,
ocks®[l13 FIRIECILAEROD £ 51278 > TOET,

ode-RED

MEMRE] &2 A% 1292 EREHANR

PD Agent PD Exchi
AREINET,
PD Agent
=)
wmEE w1 ® 29 BE DT NSA AT HEREIT I LA (B
=i my &2V s LiRET7 +— L& BMLET,
5=

MEAERE) & TA%)) 1232 EREEHAVPERINET,
HERARE: ZOBRELZAINTT D0ENTT S
PEIRLFET,
O — ANV BT AN AT ENTT A
A AFEFELET,
Ny 77 —PA X7 =2 DKV A Xad&iE
LET, 70 ZADORE L —HSETTFE
WV, BT T,

PD Agent
am) BTy Ml A v — V52D
S R UNIX RAA Y7y hOAALTT,
O-—hLg Userdev_0000001
Iy I7 51X 4096 ZIK@"JVG&i\
RV {@/pd_handier/userdev_0000001.sock
SrFx {@/pd_repeater/userdev_0000001.sock @/pd_handler/useI’deV_OOOOOO 1 'SOCk
=en= Em) WCHRELET,
LR fHkh on FEARIIARSM SRR L £
EEEE i <
mm— BREY Iy M SEA v — Y% %S UNIX
G RAL Yy hORAKHTT,
FETaOTE fusr/local/bin/device_switch
EowoREE @ AT,

@/pd_repeater/userdev_0000001.sock

FEAIIMRAM SRR L £,

FEATRE GBI : LUTICRET 2 HEx —
KUERHIBTE - FATa~ > R I Ta~ 2 Rl
EEBEE LIEWSBICRIE 7 +— L2 &80
LET,

SERA - RO ATR AT L ET,
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BERE: A% L9252 LTINERA vy E—
VEREVET, FTIND AL RINEA Y
T U EIRTHEREN VS SEIC AV ET,
HES—: [FEf7a~vr K RESNL AT
= 7 NOFEITEMEE U TR S 2618 2 >
T—UIZEEND JSON XFFNDOXF— %% E
LET,

RPBHEM : [FiTa~2 R ICHESNDA
7= 7 MOFEFTHME U CHHE S A 2 HilE 2
v E—VICEEND JSON UFFNOEE B E
LET,

Eifa<wr P MHES—) EESns ¥—
& TILPRHIHE |\ HE S D EDHIAE A~ &
—VIEENDIHEICIFATEND FITAT Y
=27 FbLIFT =V A7 U T hONRRL%E
BELET,

EfFawy R 7o~y FOBIKERE
LET,

KELZT Y7y k

HilE 2 v — %% T H D UNIX KA A Y7y RO/SALTT,

TNA AL L Ta—YP—EET A X% H\, PD Repeater 75 EEHIHA v E—T %%
T HL A AHITiE, @/pd_handler/userdev_0000001.sock [ZE L £79,

SEHHO@1L, /XA4 DS Abstract UNIX RAA Yy MATHD Z &2 EM L, Abstract
UNIX RAAL Yy baaETFR— N LRWITAE T V=7 MO RELZIT D51,
/tmp/pd_agent_0000001.sock ZED 7 7 A V¥ AT KIZEIET HRIA4L ELET,

KEFIAY ry O 2A4,

JIWEA v =V %ED UNIX RAA Yy bO/RAL T,

TNRA AL L Ta2—Y—EFKT 1 A% H\ ., PD Repeater ~HEELEA vE—T%%ED
AH|TlE. @pd_repeater/userdev_0000001.sock (ZfZE L £7°,

FEBHO @ 1L, /X244 D Abstract UNIX RAA Yy MATHD Z L& EM L, Abstract
UNIX RAA Yy NAEYR— M LRWIEITH 7V =7 b~ED5E X, tmp/
anyobject_0000001.sock %D 7 7 A L3 AT MMIFELET H 824 & LET,
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2-5-4-2. PD Agent DERFE L FHA vE£—T

PD Agent OF%GE Ll X vt —TOF| 2 %S RLET,
1. ROFBEKTDHHIE A v E—1F% {“switch”’on” &720 F9,

(switch on

G

{switch

fon
(usrilocal/bin/device_switch

fon

—HTHHE A v —TE2 TS & ‘lusr/local/bin/device_switch on” N FE{TE 1
F9,
2. WOBEIZHTHEIA v E— 1% {“switch”off” & 700 £1,

{switch off

G

{Switch

{off
(usr/localibin/device_switch

(off

L T
e
e
L
mrawr
Lt
%)

Ak

—HTAHHEA v E—T %% FED & ‘fusr/local/bin/device_switch off” 235E(T X 41
N
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3. ROBEITHTHHE A »—1F {“report””do”} T,

freport

(5 v

freport

ido
(usrilocal/bin/device_report

(

L .
e
e
e
mEr
L
)

Rl

—HTHHIEA v E—VEZITE D & ‘lusr/local/bin/device_report’ MAFEIT I ET,
4. L oBHzB W THIE A v & — & L T%witch™”on”, “report”’do”} ¥ & 1% .
‘lusr/local/bin/device_switch on’ & ‘usr/local/bin/device_report’ 23317 X E T,

BEOFATREDEH S ND A v —Va%E Lcga, dif CUBNETSNE T,
SATHENEIZ SOV TIHR SN EEAD T, THEELSIZE,
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2-5-4-3. IRIBEZ A DK

HilfE A v &— (JSON X545 O, FATAT V=7 P LIFT =V A7 VT D5
ITERELELTHWOND T —LEEE D, ZOMEPFFNNEMETHIIE, IO ITERE
BEICHRESNETAT7 V=27 b LTy =V A7 VT F il S E T,

Bl Z 1, LLEOFIZEBWT {“switch””on”, “report”:’do”,”page”:40} DHIE A v —T %%
FH - 7288, a2 FOFTICBWTUIROREEALSMA SV ET,

switch="on”

report="do”

page=40

Fo, HE A v =Y OANFIZED ST PD Agent 1%, EfTA 7V =7 LT =R
7 U7 FOFETICBWTIROEEZREERE LTETAT V=7 b LIFT =27 )

ZANS ZNESE
BRETZS 4 T—5 G

request_cloud_id LS % 2-5-2 F|ZFHE S D Cloud ID

request_sub_id LS 5 2-5-2 FEIZFHE S LD Sub ID

request_header == % 2-5-2 EIZRiHi SN D~y H—

request_md5 == 5 2-5-2 FIZFH SN OHIH A v =YD Ny v afl

request_payload =7 77U RhbELNTELfr—F

agent_localname =7 5 2-5-4-1FD [m—H 4| ITRESINDR—TV4

agent_bind SCEEF B 2541 8D [FL2T YTy M ICRESNLFELR
JY oy b

agent_push_to =7 F2541FD [FEAY ry M ITHRESNDLIEAY v
e

agent_buffer_size B F2541FED [Ny 77 H A X ITRESNDE NN T 7
HAX

EFTA T2 P LLIF Y227 ) P MCEREEKRE L TR SN D /3T A—%
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2-5-4-4. IGBEAYytE—T

2541 FD NEEHRTE] B THER ITRESNTWDHEAIE., FEITAT—F AL LTK
DINEA v —V %R LUFET,

Firavr Reidh Lk
{“time”?” timestamp”, reply_to”” md5’, result’”’ queuing”,
“reason””matched”, " matched”:{“key’:” value’}}
FITa~vr ROFATIZRE LT
{“time”? timestamp’,"reply_to” md5’, result’"faild”,
“reason”’matched”, " matched”:{“key’:” value’}}
FITa~vr ROFETERT LI :

99499 9 9 9 9.

{“time”? timestamp’,’reply_to”’ md5’,’result’’done”,
“reason”’matched”,”matched”:{“key’:” value’}}
—ET 5% — LENRFAE LV
{“time”?” timestamp’, reply_to”” md5’,’result’’not queuing”,

99499

"reason”:’key and value not matched”}
HIE A~ — 28 JSON SCFHI TR

99499 ) 9 99493

{“time”?” timestamp’, reply_to”” md5’,’result’’not queuing”,
“reason”’”’not JSON form”}

2T, md5liE, H2-52 BICFAR SN AHIEH A v —T DNy v afii, {“key’ value'}
WL, —E Lz Tl —) & TRPRfWriE] <7

FATAT—H AL, FATAT7 V=27 b LLIEV =27 U7 hEFFOHT execvQD R Y
ETHY, FITA4A 77027 FH LK IFV =V AZ )7 FOMEERZRTHLOTIEH Y F
T, REOFEEMZRDODLD THITICEA v E—VIFFTA 7 V=7 b LLIEY
VA7 U7 E)D agent_push_to BREEAE THA S 5D UNIX RAA Yy MZIET
oI LTFEW,
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2-5-5. TNA AHARXIKFLIZEEA vE—VEX

IoT Hub ® Device Twins <> AWS IoT @ Device Shadow DilfllZiV\Tik, MQTT 7=
faro ey 7 ZHONET,

Z ®D7=% PD Repeater TlE, IoT Hub & AWS IoT (22U Cik{E A v & —(PD Reperter
~NDOANIDOREN N — N Z2%T MQTT v h=bd ey 7 2l L £,

2-5-5-1. MS Azure IoT Hub MEE A v E— X

IoT Hub @ Device Twins & Direct Method % 73— 33728 IRODIELDBHE STV
7,

Device Twins ® 7' a7 ¢ ST 5
@GET <Request ID>

Device Twins @7 1 /37 ¢ OF 28T 5 -
@PATCH <Request ID>{<Reported>}

Direct Method (259 5 I -
@RES <Request ID>,<Status Code>;<Any Payload>}

Z 2T,
<Request ID> 1%, Device Twins H L <%, Direct Method @V 7 =2 | ID
<Reported> 1%, Device Twins @ reported 7’© /37 4 (JSON A7 = 7 |)
<Status Code> 1%, Direct Method DFEITAT —# A a— R EFKIT 200.
<Any Payload> 1%, Direct Method (Zxt 2IGE~NA v —F (JSONAT =7 1)
.

NS OMEEEZFIAT 570121, IoT Hub 72256 @ Tt /i A vt — Y (Device Twins,
Direct Method) # /L3257 7'V r— a3 VOB BLEL 2D 7,
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2-5-5-2. AWS IoT DiEEA v E—IEX

AWS IoT @ Device Shadow #H 7R — b3 57280, IROEXCHHESINTWHET,

Device Shadow DO Hfs :
@GET {

Device Shadow D F#H :
@UPDATE {“state”:{“reported”: <Reported>} }

Device Shadow DI
@DELETE {§

Z Z T, <Reported>Z Device Shadow O reported 7' 12/37 ((JSON #7 =2 1) T,
728, £/ O4HI thingName 13, 5 2-4-2-5 5 XI5 2-4-2-6 ECREINTMENHWD
nET,

F7o, AWSIoT —E A5 desired 7' 12 /37 4 52T D 72O121E, AWS IoT 726D F
WMHMA vy =V T 27 7V r— g VORBEPLEL 2D 5,
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2-6. IoT T—

IoT 7=l — A O r 71220 T,
.é—

[ToT T

OpenBlocks

o7

pe-handler-ble-c.log.2
pe-handler-ble-c.log.3
pe-handier-bles log
pe-handler-uart log
pe-handler-uart log. 1
pe-handler-uart log.2
pd-repeater.iog
pe-repeater.log. 1
pe-rapeater log.2
pe-repeater log.3
pe-repeater log.4

| pe-repeaterlog 5

OpenBlocks®{43

(=7}

OZER

pd-handier-ble-c log Sooo—F B
Aug 20 13:42.40 obsiol pd-handler-ble-c[3807]. [INFO] {ssT"-80, Tocalname""Env", ime’""2018-05-
2UT13:42 33.262+09,00 - appendidnio 1100035 devicelde721ca 60150 data 020106030200 1812502554300 1421000000000
Aug 20 13:42:41 obsiot p-handier-ble-cI3807]: [INFO] 0."time""2018-08-

20TIIAZA0557+05.00  appanainia” 11100035 doviceld - 26al02BA2re daa’ TG00010920020128 1029003439091 120 T3
Aug 20 13:43 46 obsiot pd-handler-ole-c[3307]: [INFO] (rssi”-50. locainame "FM25" "time""

20T1:4245,057+09.00 apperndiinc"1100035deviol 113500087 Cala 020105-2000700000000000000000000000000000005
Aug 20 13:42.46 obsiol pd-handler-ble-c[3807L INFO] (' time""2015-08-

20T13:42 45 36240800 “appendifo’™ 1J00035" newcem SATAUBEEG13 " dalar 1 TIS000 10520006707 360050 c216806E7 202
Aug 20 13:4245 obsiot pd-hander- 507, [INFO { Beacon{”, time":'2013-08-
20T13:42:45.362+09:00","appent nm 11J00035° ‘newcem CCSiEC{anVE data DZDW-"OEDB!‘EQ]ACQIMEI%EW53515231)

Aug 20 13:42.47 obsiot pd-handier-ble-c[3807]. [INFO) {'ss1"-58, localname""FCL Wireless Moduls” time"-'2018-

20T13.42 45 856+09.00"-appendidnio” 11100035 deviceld LTI G 0301 04120945 45205057577 204475
Aug 20 13:42:49 obsiot p-handier-ble-cI3807]: [INFO] 4, "time""2018-08
20T1342 48.432+05.00 ‘appanaiinia’ 1100035 devicsld 0 3T1ada125 Gata”“020106020200157c50005 176Ca50002240200000200
Aug 20 13:43 50 obsiot pd-handler-dle-c[3807]. [INFO] (ssi"-70."time""2018-08-

20T1Z4240.133+08,00,appardidl 100035 davicald 102093276164 data 1a10600010820025:420chd77 d22435at4101023787
Aug 20 13:42.50 obsiot pd-handler-ble-c[3807L [INFO) {'rs time""2018-

20T13:42 49 633+08:00' “appendiino’™ 1J00035" newcem B 470 ater'020105020001107025 145bsf 144657 754034880070
Aug 20 13:42:50 obsiot pd-hander- 07]: INFO] 2, lime'” 0g-

20T13:42:49.888+09:00","appent nm 11J00035° nev\cem 121:Zﬂ7ac2h ‘data’"1eff0600010920026b24633e94e116M277419153251b«
Aug 20 13:42.51 obsiot pd-handier-ble-c[3807] [INFO) {'ssi"-56, localname"bibie", ime':"2018-08-
20713:42:50.557+09:00","appendixinfo”"11J00035","deviceld""095137690e3","data""0’
Aug 20 13:42:51 obsiot pd-handler-ble-cl3B07]. [INFO] {rssi"-90."time""2016-08-
20T13:42:50.957+09.00","appendixinio™'11J00035", "deviceld""212153741119", "data’ " 12fi06000
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2-7. E oY —T—32 DR

MoT F—ZHH | —» [F—4FFK K| 7 1ZBLE 2o —F—FZNED L) IR TW5

WFxy 7T DI ODERN—TTY,

o —T =3 —mICEE 20 2R R LET,

FIARES dey_le_0000001
HSIER ® ERT Y ERRLBY

=EE )
n.ss o
W)
2 ()

=

uE
[l %

00
2015/05/28 13:32:00.0 2015/05/28 13:32:30.0 2015/05/18 13:33:00.0 2015/05/28 13:33:30.0 2015/05/28 13:34:00.0 2015/05/18 13:34:30.0

HEF
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77 7 FKoB

KNG —DRERNRET 207 T 7
ATV ET,

(P R 2 ClRTT — 2006 2 0k 7
T2 LET,

RE, MEMICHIE L TWARWIEE O
AL 0CTEIT0%E LTRRENET,

KT Z 713 Y —DT — Z PEORFRER
BgE TTIcFR L TCOET Ay — g be
RNk 2O T, B HIE A FTE LT
<IEE,
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F£3E hRATA R

OpenBlocks IoT Family @ IoT 7 —# filfilifne & = —F =2 BEICHET 27 7Y r—v
a > & OEEFIEIZOWTHH L E T,

3-1. MBERART—2ARET7 TV 45— a3y

F—Z DWNEICBWTHREAET ST 77— 3 (PD Handler)# HVT, £5 /314 &
ENDT—HERGT AT Y r—a vEa—F =A% L, PD Repeater & i
LI IU NCT— 22 RET D HEEHHLET,

ERA A —ITIROE D TT,

] | |
Kana

] ]

|
. o]
e H—— [~~~ """ -

Foull

[, youi2

Ve hrl
PD Repeater
N

PD Handler

3-1- 1. A—HY—FHRT /M ADEFLEEZELDETE

1. WEB UL @ T#—t 2] — [FK] > [a—F—F (0 284k 710, MAEIZH
WLTeT T r—yarka—HF—ERT A AL LTHRELET,

H— B AEEE D ILARFL EIZ OV TIE,. [OpenBlocks IoT Family A1} WEB UI & v K
T AR OFESEAZRBLTFEN,

2P —ERDT A ZADEEREIT, THAA ABSEZFHVIRY AEEREM 5T H1F
#£TT,

2. MBI LT V=2 a UBRAT 573 27 7 A ARo— R0 = 7 )3 ligtt
HET57 7Y r—3 3 (PD Handler) DFN &5 3 28615, WEB UL @ [1oT
T—H] > [ TTIRE] ZTOT 7TV r—varflliflirA=a—L0, %&4T5677
Uor—va 3B LR 2 IR ELET,

3. MERBOT 7V r—a COEE) M RN OWTIEE 33 EEASM LTI,

4. WEB UL ® [ToT 7—%] — [EZERE] 270 EZERE] A=a—kb, &
ZAR DB & EZAEREDONE & DT 3 AT LR WEREZITVE T,
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EZERTCITOWVWTIESF 242 ZE2 BB L TR,

5. WEBUI® [IoT 7—%] — IEZERE] #7 0 174 ARE (=P —EX) |
Ama—L ) a—P—ERT A ADOEZERELITVET,
A=W —TERT A ADEZEHEICONTIH 248 FEE B L TFI,

3-1-2. PD Repeater ~NDT—2 EFTAH

PD Repeater & WEB Ul (2 THE L7=T 3 AFKFEtil, B4 a2/ (abstract) D
Unix RAA Y7y FEERLET, (ERT 2 RITEERNRE"FETH7E L, HE%
WA TH>D local ISR E SN TNDT /3, ATT)

ZOUnix RAA YTy M L TEZRLEZTo GG BEXZRAVET 4% 27U K
TR ERELET,
XD Unix RAA Y7y hOASZBANILIT &2 0 7,

(B 2-3HIRTa—YP—ERDOAL T 4 VAT D56, ZONAL BB D/NAAIT
BHESDHTENRHRET,)

@®PD Repeater ® Unix KA A Y/ v b
¥0/pd_repeater/< 7 7 X & £5>.sock

PLUFIE, {X™:1P %4 % T PD Repeater ® Unix KA A >V 7y MIEEIAREZI T2V
7%vfﬁ1

av R I7A4 V TOEIAHLY T VIILLTERD £97,

<T84 AF 5> userdev_0000001 & LT PD Repeater ~E XA A 728471

# echo -n {“x™:1} | socat stdin abstract-connect:/pd_repeater/userdev_0000001.sock

PHP TOAXZ ) F "o 7 MILL R &0 £9°,

<T NA A% 5> userdev_0000001 & L CTEZIAAT

<?php
$value="{"x":1}';
$sock = socket_create(AF_UNIX, SOCK_STREAM, 0) ;
socket_set_nonblock($sock);
socket_set_option( $sock, SOL_SOCKET, SO_SNDTIMEO, array( "sec"=>1, "usec"=>0) ) ;
socket_connect($sock , "¥0/pd_repeater/userdev_0000001.sock" , 0);

N
o

socket_write($sock, $value);
socket_close($sock);

>

1 gocat =2 RidA v A =N TWERHA, D=8, "apt-get install socat’{ZTA > A h—/L L TKL
7280,
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Node.js TODAZ U7 h T MILLTF &0 0 77,
¥<T /NA ZAF 5> 1 userdev_0000001 & LT PD Repeater ~F & A A 2 AH2

var absocket = require('abstract-socket');
try {

var absclient = absocket.connect("¥0/pd_repeater/userdev_0000001.sock’, function() {
console.log('connect ok");
D

absclient.write({“x”:1});
absclient.end();
} catch(e) {

console.log('fail");
}

process.exit(;

2 gabstract-socket [T > A h—/L TV YEH A, D7, ” npm install abstract-socket” {2 TA A h—
L TLTEEN,
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3-2. MBRETRARMEBT TUr—3 >

27 79 K26 PD Repeater 47 Ll 2 v B— V%2 T . L0 AEB 729 =
— =DM ECBHRE LT T = a v B AVWASEADESZRA L £,

3-2-1. A—H—FBET/NA ADEZFEEXZIEXLDET

AP =TT A ADBERE EZER (7T 0 R) OFREIZHONTIE, & 3-1-1 ZIRT
F—RWERT SV 7 — a3 BT AEELFE U TTR,

WEBUI® (ToT 5 —% ] — [EZERE] 270 [F4 ARE (—VP—EHK)| A=
2—0O [ZERE] = THR ET28ERH £,

3-2-2. PD Repeater Mo DT —3FEEIAH

PD Repeater (X, 7 77 R bHilil A vE—T %% 5 & WEBUILIZTERE LT A
AHEEITIZTED b AR 4 R 22 (abstract)® Unix RAA Y7y MIE 2-5-2 F|T
KT 74—~y FTEHEZIALET,
Unix FAA Y7y hORZBANILLT & 720 9,

(5 2-3 T 2—HF—FERDOAL T 4 VEHHT 2565, ZORABEALE DS AIE
B 52 EnHkET,)

@®PD Repeater N HilfHl A v ¥—T%1%% Unix KAA Y7 v b
¥0/pd_handler/< 7\7 X 5> sock
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3-3. MBRAERT7 TV 5—a v 0ReE)./(E1EHIE

WKoNDT 7 A NEHAETHZ LT, WEBUIIZ X2 PD Repeater O LH), /5 15 Il A0
BB T 7V r—ya v aHEi s 2R TEET,

3-3-1. 7TV r—a nER

HE X7 7Y r—a VOAREIRD 7 7 A MIEGFGEHE) LE T,

letc/default/obsiot-webui-ext-handler

TDOT7 AL LTI 1Mo T7T ) r—a vAFRELET, TR OT ) r—
a VADEBITHFRINEEA
xRl

testhandler
myhandler

3-3-2. 7IYH5r—a ohBWNWBRRY ) TrDIEE

HEI X7 7Y = a b BNHWAARZ VT NERO 7 7 A VICERELET,
letc/default/<T 7"V or—3 3 DA FR>

77 A MIBNTIIRD L OIS - (F1E - REMER O A7 Y 7 M ERELET,
bootecmd <7 7'V rr— g A>T <EEN A 7 Y T RS
haltemd <7 7’V »r—> g U&4>="<fE LA 7 Y 7 R>"
statusemd <7 7V A — g UAST<IREERER A 7 ) 1>
REEFER A7 U 7 FOFER, 7 isrunning” % 721X” RUNNING” % 72 Z"RUNNIG” 23 Hi /] =
NAHEE. F£721% Status 73 inactive”,” failed”,” dead” Tld 72 W iGE&. WEBUI DX v =
A— R TIEBEH & LR L £

X EMB) lete/default/ testhandler

bootecmd_ testhandler="/etc/init.d/testhandler start”
haltemd_ testhandler="/etc/init.d/testhandler stop”
statusecmd_ testhandler="/etc/init.d/testhandler status”

M., FW3.2 FTIHEEA 7V T " AR VT Va7 37 757 RTEITT L7 —
ZOMNIFRELRVWTL SN, B2 27 ) 7 FERKID& ZDOT TERTLHIDIT T +—~
v hxT—L7 £9,
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3-3-3. deb /N v H—

5 3-3-1 HIRT T 7Y r—3 g ORGSR 3-3-2 IR T A M, TS =

gL ZORE),MEIEA S VT M EEDT deb /¥y 7 — (Debian GNU Linux ® Y 7 K

TNy r—Y) LLTEEDTE I EEHELET,

deb /Xy 7 — Y DIER T IEIZ DWW TIE Debian AR — U % THEZR S 720,

deb /¥y =V OAERUC W THIR D FUTHER L TR SV,
% 331 ® IZox T 7T 7V b = voa v R KT 7oA
(/etc/default/obsiot-webui-ext-handler)i, 4™ deb /v 77— ® postinstall F 7=
X postrm A7 U 7 MZL-> THRESNDHDTT,
177 7 A% syslog %k H CTHE 7297 7 U 7r—2 a3 U OBAIZIE, postinstall (2T
rsyslog # U A% — k LT 72 &V, (OpenBlocks IoT Family THW TV 5 syslog ¥
— B AL rsyslog T9, )
WEB Ul TESHFHIEENFEHSNETR, 77V r—va flnsarr 477y
AVTERSNEE e TDTZD, deb Ny I —VICORBLRDALV T 4 7T 7 AV
EANTHES ZE LR L T,
syslogféHlIC TR 7 AT R EED AL T 4 T T 7 A NPLE LD £4, %72,
HU S SO TIREE OEA b L— R TIE 7 < tmpfs S8 2 #E5E L £+, WEB UI
IZC” Ivar/webui/pd-logs”|Z tmpfs A HE L TWETOT, ZTHHIZEZIAALTL
EEV, W, ZOEBICIEE 2" log”E LTHE L 7 7 A Vid e ZHERZ 7 0B
BTEET,
07 Rl ERTTEHE. 7 7 AV A AR KREL 72D tmpfs s Z EiBH L £ T,
FDlH, nrOou—7—va ryREZBIML TSIV, tmpfs OB D 17—
T—YaVREEZT T ANYARXTO Y H—%HELFE LET,
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3-4. BT BADREE

PD Handler 75 D5 —# % Node-RED 7 4 /L2 U 7 L7254, WEB Ul OfREZT
T%H Node'RED # =2 —H—7E&RT /31 A & 34X, PD Repeater 25 lsocket =MW\ T
— % % Node-RED (27 L, Node-RED ™t 7% PD Handler ~IK 3§03 7] HE T 23,

S

lzocket

MNode -RED » pEep
PD ERepeater
\. w

% 2-3 BT 22— —EROI L7 4 7 E2MFEHL UNIX RAA Yy NAEETTD
ZET, TRHOEIRED ANV—T >y b Bk LIk & 325 2 LR AMRETT,

Fat 2 4[ PD Handler H Node -RED H PD Repeater]_ Fas

WEZ 7 A M7 0 Z7NEJIJSON X Titdi S TR Y UNIX RAA Y7y MR
DF—THRLINET,

Fiq A PD Handler

5 — i

bind LTS T2 ERHZTDH UNIX RAAL Yy b, ZBAOEEIIET 7 ) r—v
VDT TANMEET VT v I AL L, THRAAFGEET v I ALT DY T
Yy AR HNOND, EEHP@DLE TG B A A 4 (Abstract UNIX
doamin name) TH D Z L #EM L T,

push_to | X% FT—HZDENVERD UNIX RAL Y7y MM, EAOBRRET 7Y 7r—
varDT I AN MEET VT I RE L, TAAAEFEGEET v I AET DY
Ty MR bBbWOND,  BEHA@QOLE ITMEGH) KA A 4 (Abstract UNIX
doamin name) TH 5 Z L ZEX L £7,
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Beacon /34 A

1.

(PD Handler

BLE) ZBllC@ESEZRLET,

F23FIIRT a7 VBEE—FI B IRVAT L7 47| THDHI LaMERL

WEBUI® ToT 5—% ] — [T 7UKE] ¥

£
FTFUBBEM 7oL -Emrse—kEs ¥ au o smre— pEs
—iEEH —EF )
FD Repeater *ERATE O #EALEY
PD Agent ERTE @ FRALEV
FD Broker ERTE @ FRALEV

PD Handler BLE
AR

PD Handler UART
NS

PD Handler MODBUS Client

PD Handler MODBUS Server

®EATE O EALEV
pd-handier-ble-c ¥

ERTE ® gALAL
EnCcean v

ERT3 ® gALRL

ERT3 ® gALRL

TEY, Tarvr e VE&ZEET—FER] 25 =
v 2 LCPD Handler BLE 8 AT A5 A

VI4T] o TWAZ L EHERLET,

e R gsE

FD Repeater O FRLAFTLAVI <4 L AH-ERIL T
FD Agent O FLAFTLAY T4 O A—H-ERI2 T
PD Broker S ELAFLIALT 4 A —ERIL T

PD Handler BLE

PD Handler UART

PD Handler MODBUS Client

PD Handler MODBUS Server

S FLATLINIT
S FELATLIT <D
S FELATLIT <D

S FLAT LTS

I-—H-EFILT4
I-H-EEI2T04
I-H-EEI2T04

I—H-ESI2 T4

WEBUI @ [ToT 7—% | — EZERE] # 70 NEZERE] A=2—Lb, &%

BIROREZATVET,

BROETEITE 2-4-2 HAZM L TFSVY,

WEBUI ® [ToT 7—4# | —» IEZERE) X 7D [E—a VXMGRE] A=a—80,

E—a 25 LEET om0

ZATWET, REGIETH 2-4-3HEAZHMLTFIU,

ZZETORETFHD X 512 PD Repeater 1X, UNIX KA A V47 v b
@/pd_repeater/device_beacon.sock T7 —# #F;H% 5, PD Handler BLE |
@/pd_repeater/device_beacon.sock |27 — ¥ HEXiATr L HREINE T,

ZZTUNIX FAAL Y7y MAO@1TY 7> R DSHIEREY B A A 4 (Abstract UNIX
doamin name) ThH 5 Z L ZEXTHH DT,

Ee=acon

TN R

PD Handler

@/pd repeater/device beacon.=zock

PD Repeater
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5. lTavoyr#gs—1r & 22—V —REaL T4 7] [TUVEZET,
—_ O 1] U
PTURHEE ) 7oaramriue—kER M oL o dml - RER WEB UL ® [IoT 7 1= Tz VR
— LY, Tav 74 FRET— KRR #F =
— T EETEEALEy » 7 LC PD Handler BLE % [=—#—g&E
PD Agent * =AY O EALEN . N
PD Broker ERTS @ AL 274 7J LZ@J Y %}Ex—i—éﬂo

PD Handler BLE
RS
PD Handler UART
EHAR
PD Handler MODBUS Client

PD Handler MODBUS Server

AXITRE

® EETE O AN
pd-handier-ble-c ¥

ERTS @ EALEY
EnQOcean v

#EAT S @ EALRN

EAT3 @ EALRL

PD Repeater

PD Agent

PD Broker

PD Handler BLE

PD Handler UART

PD Handler MODBUS Client

PD Handler MODBUS Server

6. WEB Ul

O FLAFLONIAH D I -FERO T4
O FLATLONI AL I -ERI TS
O ELAFLONI L A -ERT T

FLAFLOVI LS ® 2H-F5a2T04
® FLRFLALITAH O A —FEFEIL T T
® FLAFLANIT«H O A —FEROLTAH

O FLATLOLI AL I -ERI TS

WX VR SNz AT a7 4 Jha—Y—ar 74 7L L TCat’™—1L,

UNIX KA A > V75w 4 %@/pd_repeater/device_beacon.sock 7%

@/mode-red/device_beacon.sock |

OpenBlocks°[3

CERLET,

_Ir_ _

(RN (T N (R (DT Y (EFTm

a 0 A s
Dlenandier_maniar_ses

beaco {
aCaname™ "geiice_beacon

PO Handier BLE

Y

v Lowdia—H—O>T4) ) LowiSATAIST4 )

85 ) ToRA—t)

7. Node-RED ® UNIX RAA Y F AJjipe-in / — RO 7 w35
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o

6.

WEBUI® [ToT 7 —% ] — Ifffg) # 7
V. IEtg 77 A1) & LT% [PD
Handler BLE] Zi®RL £,

Load(v AT Lay 74 &7 Y v
LET.TF AU TITERSIICRE
& (JSON X541) #=av—LE7,

Load(2—W—ar 74 )%V vr
LEY, 2HTRG L7ZREFHR (JSON
XFH) 2T HA P Y TICN—A P LE
K
“push_to” ¥ — D%
“@¥/node-red¥/device_beacon.sock” (Z 28
HLET,

MfF) 22U v LET,

S EHRELET,



Node-RED O F|H H{EIZ 2 Tid [OpenBlocks IoT Family [f]iF Node-RED A % — %

—HA R ZZRLTFSVY,

[ Opensiocks o7

< C @ 172167126

=<, Node-RED

aws mqtt
hangouts

Watson loT

% )/ B Node-RED: 172,187,

26 x

ipe-in /— FEIEE

v TOFT

% Hame fiter in
» Famn
% Abstract

ipcin / — RZELE L, 7237 ¢ O [Path]
% ”/node-red/device_beacon.sock” (Z 5% & L .

[Abstract Flag] 25 =Y 7 LE£7,

8. Node-RED ® UNIX KA A >V~ M Jipc-out / — RO T a7 2R ELET,

[ Operiocks o7

= C @ 172167126

hangouts

Watson loT

x /G Node-RED: 172,167,126 x

Ipc-out J — FEEE

v JONF1
% Name filter out
% Pain

% Abstract
Flag

'pd_repeateridevice_beacon soc

Pl

K

ipcrout / — RZ&FLE L, 7 2/37 1 @D [Path]

U e

% ”[pd_repeater/device_beacon.sock” |Z §% &

L. lAbstract Flag] #F =Y 7 L¥7,

Pl Eo#%E < PD Handler BLE (Z@/mode-red/device_beacon.sock |27 — & FE X A,

Node-RED (Z@/node-red/device_beacon.sock T7 —# i H52 17
@/pd_repeater/device_beacon.sock {ZEXiATe L O ITHEINET,

@/nods_red/device beacon.sock

Beacon
AR

4[ PD Handler ]__[ Node -RED ]__[ PD Repeater]_ 7HGE
ELE

@ pd_repeater/device beacon.sock
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3-4-1. PD Broker

PD Broker |3 —® UNIX NAA V7Y M2TFTeT — 2 288D UNIX RAA Y 7y
MZED, B E DA Z~ A XT D120 DT 7V r—a TT,

™ @/pd_repeater/device heacon.sock
I——

@/ d brok dewvi b . k
Jipd broker/device heacon.soc PD Broker

@/node_red/device beacon.sock
Mt el

Bz X, TR X 912 PD Handler BLE Tt —=2 %%}, Node-RED CT7 4 /L& U7
L. PD Repeater #41 L MQTT #2%t T2 7 7 R~7 — X &5 T, [F U MQTT H&ft &
FAWTHIE A~ —2 %% FE Y Node-RED O 7 4 L% ) 78T A —% L PD Agent %
L &5 T 2HAaFIIHOONET,

@/node red/device beacon.sock @/pd repeater/device beacon.sock
] 4 ™
Beacon PD Handler Node -RED -
?‘)\“’f = ELE J F
PD Eepeater
F
@/pd_repeaterf/device heacon.sock MOTT _
T2

@/node_red/ctrl.sock

PD Agent H PD Broker ]7
. 7

@ pd_agent /device heacon.sock @/pd_handler/device beacon.sock

WEB ULl ® 10T 5—# ] — [PD Broker] % 775 PD Broker DfREHITH Z &N TX
%9, [PD Broker] Z 7 FERENTWARWESIX., 15 2-3 T oT T —#{flEHoO7T 7Y
RiE] &M L. PD Broker # [T 5] IZRELTFIVY,

PD Broker WIHREECIIEMD L 5 1> TWVET,
&) (H&) 2BIRT 5 EREHANFRSNE
ERSE = ) g EE
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M%) 2R 2 & FIRO K S ICRRENETS,

PD Broker

)
HEFRE
Ny I7—H1X
HRUTY b
Syt 38m )

CEmL By
4096
{@/pd_repeaterflocalname.sock

{@/pd_handier/localname sock
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BINERORZ T Y ry NMERETLHEIC
27Uy 7 UET, 2MHUBED AT 7 4 — L5008
KRINET,
Ny 77— A X7 —=F DRRKY A X &R E
LET, BT AA b TT
2Ty b T2 %F% 5 UNIX K2
ATy NORALERELET, i
W@OBHEVIMBI R AL 4 L7200 £,
BRBY Ty b T —H D%V L7 5 UNIX
RAAL 0y NONRALEHRE LET, el
W@ OBZEIIHBEH R AL 4LV ET,
e %2V vyr745E 2@BLIEO AT
F—APERRIINET,



3-5. Lua ¥i3E

3-5-1. BLE Lua

PD Handler BLE @ C 5 #Ehi(pd-handler-ble-c) TiZ, *jis L CWaWdEax sz g LAl
BLE & > — DS N AL 2o TOE T,

WEB ULl ® [ToT 7 —%] — [BLE Lual #7725, pd-handler-ble-c {Z CTxfit L7z &
YH—HOLua 7y ANVET v T a— KT 5 EIZE Y RS ATEETT,

X7 v u— RNEIZ, Yot 2A0OHEBERLEL R £3,

FH :Lua 77 A LDT v T u—REDT7 7

OpenBlocks®[E . A ﬂ/gﬁi‘%ﬂ?ffﬁ%ﬁ Li"g"o
Y - TR s o L AERI L RE LR DL T

EEEE ——— 57 7 A LRI LET
Fora—RERLET7ANVEFT o —

RT&EET,

FITHEMN G /IR L2 7 7 A VA THE & -

LEd, BHTIIARETT,

TyFe—F: Ty e—RLEWI 7 A L%

AT a TR T sick 7y

12— REITWVET,

BLE Lusi?)

7 w7 a— R Lua 7 7 A WVUSADBFEL TODEAITIXIEFRICEEL £ A,
FOH, 77 ANLHNRIZOWTIE skelton.lua & ZIZ/ER L T 72 &0,

3-5-2. EnOcean Luua

PD Handler UART ® EnOcean #§iECi. *Hits L T2y EnOcean 7 734 A ~DXHE N
AREL 7o TWVET,

WEBUI ® [ToT 7 —# | — [EnOcean Lual # 776, 3t L7\ —H Lua 7
TANET vy T u— R 52 LR KISATRETT,

X7 v 7Fu— RERIZ, et 2AOFESNLEL Y £,
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OpenBlocks®[E1

B :Lua 77 ANDT vy T u—REDT7 7
AN—BRREEHLET,

HIBR: 7 7 A VEBINL, RY U252 T
WG T 7 A NEHIRLET,

Forua—Ro@ER L7 7 A Ve Fyra—
FT&EET,

FITHEMN G IR L= 7 7 A WA THE R A -
LET, BFE TIIARETT,
TyZa—F:TyTu— LT 7 A V%
AT a7\ CRERE Tk T v
o— R&ZITWET,

7 w7 a— R Lua 7 7 A WVUSADBFEL TOADEAITIXIEFICEEL £ A,
FD, 77 A IVHFIZONTIHE skelton.Jua Z#2EZIT/ERL L TL 72 &0y,
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Ihe xr —==
F4EFE WMEFIE

41 F— SR ERRVEREEISONT

E—a 0T NS A D DIFRIFEIC LT, 7T —ZXENEWEGEITIE, OpenBlocks
IoT Family ND Ny 7 7 —IZIERNBBEE > TWEET, ZOHE, T XX ETOUEL
ITORVEAICITEEVRITITLEI B, Ny Ty —T —F &R LA F— 00
REE IR E AT L T E a0,

KNy 7y —F—2 % [H—t R - DREE] ¥ T TRy T 7 —T 7 A VDI A X%t
WTEET,

4-2.PD Repeater NDEZFAHT—R T A—T vV k

PD Repeater 1% JSON DT — & 2 5 Z L Zwite & L CWE T, Bitic L - T,
JSON A TRWILTFHNZH S Z LN TEET,

779 ¥ 7F JSON =i
PD Exchange
MQTT #—S— O
Watson IoT for Device
Amazon Kinesis O
WEB #—/—
AWS IoT O
MS Azure Event hubs O

Watson IoT for Gateway

MS Azure IoT Hub O
Toami for DOCOMO
KAAL Yy b O

KDDI IoT 2 Z v K Standard

PH #3# B 4% WEB ¥—/3—

Google IoT Core

TCP

AWS ToT[Websocket]

MS Azure IoT Hub[Websocket]
FH JSON JE D L7 FINZhIi vl RE 72 o e

OO0 |0
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4-3.PD Repeater ~NDT—RADNEZTAH YA X

PD Repeater ~DT — X DEX ALY A XXT A AREIZEETH 2 ENARETT A, K
ELTNIETHIEIEARV EZME LT 4=~ ALK TTHE0D, T—XDVA Xk
CAlRE72fR 0 /S LTHRLS Z L&/ L £,

Flo, 77UV RICEoTHESN TV DO RKNEL RS20, EHT57 70 Roftkkz
CHERRD b, RELTFSVY,

4-4.PD Repeater D/\vy T 7—H A4 X

PD Repeater [ZHEFHD Ny 77 —& LC—HEED 2 B %179 % . DBIlcNy 77 —& LT
EXIALET, DB OV A X ERDT 7 41 ME 16Mbyte TY, 2DV A XE B2 1254
B LT — S ZBEFES 1L, DB DY A X703 8Mbyte LA FIZ/2 5 £ TF —4 DRAFIHTONE
T,

4-5.PD Repeater D T 5 —BFDHEIE(E

F v FU—7 OBEERIIZE > T, PD Repester 7627 7 7 RIZkt L COREEDPRKT S
ZEMBY FI, ZORE, HEE 4 IR L7 ASEEN O T —IREENFEAE LTZGEIC
DI EE N ZBG L E T,

4-6. MBRAFET TVHS5— a3 VDEBRET7AILIZDONT

22— THER LI MBBRT 7V r— a U ORET 7 A /v (Config) TERA%REIT
FELTWEFA, 2= TEERIRGETILERH D ETOT, 77A41LT
v7a— NREEZ A E SN,
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4-7. Node-RED "D T —A2BHBAEIZDUT

PD Repeater 7> Node-RED ~?DF7 —#(Z Unix KA A > V7w MEBREZRD F5,
PD Repeater 237 — X IZTCEEiATe Unix RAA Y7y FOSRRILLTFOL D E72D
£7,

<V PN T T 7 XS TN R E> sock

PD Repeater (28 TILX, AL DN EHE @ L+ 5 Z & T Abstract Domain Socket & L
THNET, (5 2-4-2-17T A SR LT FEW,)

Node-RED | CiE . %HR7T N1 AD ipcin / — K&E AT E LT Flow ICHE LT ZE0,
OpenBlocks IoT Family (24 > A F—/L Z#1C%ipc-in / — R, Abstract Domain Socket
PR D XIS TVET,

N2 dperin S — RO 7 a7 4@ [Path] IZRELTFIVW, /NA4 % Abstract
Domain Socket & L CTHWWGEIE, F7'm/37 4 @ [Abstract Flag) #F = > 27 LT
T &V, PD Repeater & 3720 | NAZL DL @ %l T 20 EITH D T A,

4-8. BLE T/Nf R ELTEMLEE—a2IZDNT

WEB UIIZBLE 7 /31 A & L THEKLIEERSRE LTRE LI h—0 8 — 2 @]
Wb ET,

ZOBAICBWT, HCE—ar TS, I —ar ORERE L OIRENELS 720 F9,
ZDH, E—ayEEREOHIE LA T, T—F T 4 VFETEH INERY A,

F72. HIELTWAE U —fF& B —2 2 dD PD Repeater ~Ed 57— 1%, fiftr Shi-t
VY —F—a LD ET, L L, BEOE— 3 OBEAIEELT A, 2 ID/A R Y
PD Repeater ~JE L £7°,
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4-9. WEB H—/N\—ADTF—A2EEIZDL\T

PD Repeater(OpenBlocks IoT @ 7 7 — A7 = 7MilA 5 1%, 57 L7z URL @ Endpoint (2
xF L THTTPPOST X Vv RCTERFELET,

D1z HTTP ¥ — MUTIZHTTP 200 5D AT —F A a— Rz iRTHLERDH Y £77,
HTTP 200 HEHEDAT —F Aa— RERHAT L, HTTP ~» ¥R A 0 — R THER
DITH Y FH A,

. HTTP 200 & H LD AT — & 23 S V=54 PD Repeater(OpenBlocks IoT ¢ 7
7—AU=2TMITIEI= T —L L THWET,

4-10. Handler A > 7 4 1 —H—&%F

[MToT 5 —#] = I 77 URE)] #7500, Handler =2 7 4 VX EH 22—V —EHFEa
747 BRRURGFETHZETHEAT 2 OB 2= —ERDOLDO~EH0 KDY £7,
7 7 A NVHRE BRI OWTIL, [ToT 7 —4% | — [fatk) # 7 bz #EH L T 7230y,
W, AR Z WG E, PAR— bagsh e 2 £,

4-11. PH #3 B L4k Web —/\— (PD Web)

HTTP % M\ BO7 100815 2 RHLS 5 7o o128k 2vh A (k2 £ 58 L7 Web $—/3—T
"G‘—a—o

4-11-1. PD Web O &

® PD Web X HTTP (ZBW TR G MEE Z#2ft L £7,
> TGRSO SA m— Rk, BT m~0 POST IZx3 2 I8EA vk —2 L
LCifik g,
> RIRFMIANEDRESAL 17— RBFEL7eWE . PD Repeater 1%, [Z{5HR—U
7R ICHEE SN D MR CEE R ATV ET,
> FURAMANEDRESL B— RPFEELRWIEE, Web r— S —3ULE A~y ¥ —
DO HEIR L ET, PD Repeater [TIE A v —VN2ETHRWEE . push_to F—
IZHRESND FIREY 22— D UNIX RAA Y7y Mo r— REfRk LE
R
® PD Web OFEGES I IT D b —27 FEEETT,
> PD Repeater & Web —/3—|Z1L, T /3 AR E S 172 ID & #E(Key) D17 #
ZRHET,
> PD Repeater (X, V7 TR b~y XI5 T 53— 3 & E (PD Web 4D
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>

N—=Va &) ID XA BAZ T« S f m— KDy v 2 fHMD5) 5> B Ak
SINDBAKMELTFY] (V72X M) %##Key) TEA Loy ¥ =i
(Shignature)z V 7 = A NHD h—27 L LET,

Web h—_"—F, X"—=Ta F G5 - ID-FALAZT - Xfua— KDy a
EMDBIZY 7 = A b~y XD h—2 VIR T BLXG T OSER) %8t
(Key) TE4 L=/~ v ¥ = fli(Shignature) # oA D h—27 & LET,

I~ #—® Shignature & L < |IXA 27— KD MD5 BAHFF S AfEE —E L
GG LB, PD Repeater |35~ v # —IZHIfF S 415 Shignature 731K i
LETAa—FEZELELET,

Web #—/3——$H0 BASIC fBiEA T2 Z & b AGETT,

TT— NV RY T

>

PD Repeater & web h— _X—flO=F7— 2 KU 7 ZHTTP A7 —H% Aa2— R
DIHTITHOIET, AT —Z AD 200~299 LIS DAL, IR~y X —DHNEIZ
B OT FItE Y 2 — /b ~DA 1 — ROIXRII ThILER A,

N a— KD T7r—~v b TP T g ER

>

LRI ONA B — ROT7 +—~ > ML JSON XFHITHH, HEDOA vE—
HEEOTEHIETEDL LD A v E—VOHUTIR S T8 EACREE TR & 72 0 £,
PD Repeater @ T i DA vtE—T 74—~ MNIHE 2-52 B TE#Y TT
B, A= RFD7r—~y MIBIEESNLTWEEA, FTIRAMDONA B— KD

7 4 —~ > I PD Repeater 7251 B — REZ D FROEY 2 —/L DLk
IZIRFLETS

XA BR—=RDO MY T gy (BEOHELE) FHIX, Web h——L Tk
DE Y 2—)VRETIThivd Z L ZHites L, PD Repeater (b7 73>

BFHEZITOWER A,

Wtk 23295 PD Handler Modbus & PD Agent !X b 7 %7 o a VEBHEIC

TG B ORA 17— KD~y v 2fl(MD5) % JSON X F5"reply_to” & — DfE &

LCRTAARE o TVET,
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4-11-2. PD Web @ HTTP AN 4 —

PD Web THUE STV HTTP ~ v ¥ —[XkDiEY TT,

HTTP ~ v & — AP

X-Pd-Web-Version PD Web OftAEDN—T 5 U F=

X-Pd-Web-Id 7747 D ID
X-Pd-Web-Time RFC3339 YLD & A LA Z T
X-Pd-Web-Md5 Nyl

X-Pd-Web-Signature | ~ Z1iF# & #EKey) D HIERE SN2y ¥ =Ml

Content-Type application/json;charset=UTF-8

Host: 127.0.01

Accept: */*

X-Pd-Web-Version: 1.0

X-Pd-Web-1d: pd_web_02

X-Pd-Web-Time: 2017-09-01T18:11:01.101+09:00

X-Pd-Web-Md5: 26b32b7bc6b4587c2ded48128e809b08

X-Pd-Web-Signature: ¢91279bc0d9896745e4e12e73917aafd56c¢017966a89375273badb9be8b02096
Content-Length: 190

Content-Type: application/json;charset=UTF-8

PD Repeater ~D )&~y X — Oz~ LET,

HTTP/1.1 200 OK

Date: Fri, 01 Sep 2017 08:34:35 GMT

Server Apache/2.4.27 (Unix)

X-Powered-By: PHP/5.6.31

X-Pd-Web-Version: 1.0

X-Pd-Web-1d: pd_web_03

X-Pd-Web-Time: 2017-09-01T17:34:35.000+09:00
X-Pd-Web-Md5: d41d8cd98f00b204e9800998ecf8427¢e
X-Pd-Web-Signature: b4e23876e866e9225e2f83cbd1df8b6387fe5da9e160b222953464blae87a9d3
Content-Length: 0

Content-Type: application/json;charset=UTF-8
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4-11-3. PDWeb @D b—2 >

PD Repeater TIERR &I DY 7 =R h~w XD h—7 > (X-Pd-Web-Sinature) (X, Web ¥
—NN—ZBWTIRO PHP A7 U7 MZ LW FATEET,

$hash_hmac_data =

$ SERVER[HTTP X _PD WEB VERSION' .

$ SERVER[HTTP X PD WEB ID1].

$ SERVER[HTTP X PD WEB TIME .

$ SERVER[HTTP_X PD WEB MD5';

$signature = hash_hmac (sha256', $hash_hmac_data, $key, false);

Z Z T$keylZ. IZ$_SERVER[HTTP X PD WEBID'l & %% 7234 T WebH — /N —|Z{R1F
SN (Key) & 720 £9°, 4 L7-$signature & $_SERVER['HTTP X PD WEB
SIGNATURE'] # #4252 & CRiEL £7,

B~y X —D b —7 (X-Pd-Web-Sinature)iX, Web #— 13— 2B\ T%k® PHP 27 Y
7 MZEDER L ET,

$tm = localtime();

$timestamp = sprintf("%04d-%02d-%02dT%02d:%02d:%02d.000+09:00",
$tm[5]+1900,$tm[4]+1,$tm[3], $tm[2], $tm[1],$tm[0]);

$hash_hmac_data ='1.0'. $_SERVER['HTTP_X_PD_WEB_ID'] . $timestamp .
md5($payload) . $_SERVER[HTTP_X_PD_WEB_SIGNATURE'];

$signature = hash_hmac (sha256', $hash_hmac_data, $key, false);

Z 2T, $payload X, ~A m— FOLFH|, FETXELFH] (RS ORI A~ &
—) DIEWNGAEIL, $payload=""; & LFE T,

U7 ZA RNy ED =7 v L3RI | B4 STFHIC PD Repeater 72 H 1% 51Tk
720 7T Z h~y XD —2 2 ($_SERVER[HTTP X PD WEB SIGNATURED 7S, & %
NDRICEELTRE,
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4-11-4. Web H—/A—(PHP X & 1) 7 F)DELE4

Web 4 —/3—(PHP %7 U 7 N DFEEI 257 LE T,

<?php

/*

* K PHP X% ') 7 kI& PD Repeater ® PD Web ZFIBT 5=HD.
* H—/\l] PHP X9 ) T +DH 2 TILTT.

*ARRY Y T EEBESEB-HITIE, RO SQLEXTHER SNz SQLite3 T—HF N—X
(RO YT RO $db_fil)BNBBEEGTY FET.

CREATE TABLE client (id TEXT, key TEXT, flags INTEGER, payload BLOB, md5 TEXT);
CREATE INDEX index_client ON client (id);

* % % %

*

CCT.id & oY —TFTNA REIZERET S PDWeb @ ID, key [ b— %

* VBT 1= D%, contens & PD Repeater 2/ L TEEUH—T/INA A~EIET S
*JSON XFF|(R4 B—K),

*md5 & JSON XFH D MD5 /vy & a{l, flags [ER4 O— FDEEKREEZTRTI— KT
*OEER. LA, 25REE FEKRLET.

*

UTICHBEOREFERLET.

INSERT INTO client(id, key, flags, payload, md5)
VALUES(id00', 'key00', 0, {"any_key":"any_value"},
'd29e8a13452e5bc5218d9df7e6ead91f);"
* INSERT INTO client(id, key, flags, payload, md5)
* VALUES(id01', 'key10', 0, '{"any_key":"any_value"},
'd29e8a13452e5bc5218d9df7e6ead91f);"

*
*
*
*

Z ZT. d29e8a13452e5bc5218d9df7e6ea991 &, '{"any_key":"any_value"}' ® MD5{ETY.
Linux OS Tl&, ROATY Y FTWMETEHIENTEET.

echo -n {"any_key":"any_value"}' | md5sum
R4 B— F#EEETHITIE SQL O UPDATE #RUVT flags & 2:RK&EE ITEELET.
UPDATE client SET flags = 2 WHERE id = 'id00";
N/RAO—FEMD5 {EEEHLETCEY FFAHIELTARETY.
UPDATE client
SET flags = 2,
payload = '{"any_key":"new_value"},
md5 = '94f030ebd 7bed4ab5ee08fc6fa75ae64e'
WHERE id = 'id00"%

EEXRZD% PHP RV U T & flag %2 1 IZE#H L. 'reply_to' F—ZELEBER/O—FK%
FHET.

[EEARA O— FDf)
{"reply_to":"94f030ebd 7bed4a5ee08fc6fa75ae64e", "result":"done"}

H&EARA O— FI& PD Repeater ' L TRA A— FEZITWE3& oY —T/81 (D2 KD
PD Repeater 1 L TRTEHDTT .

* ok % % ok % %k ok ¥ X X % X ok % ¥ ¥ X %k % X ok ok %k Kk %
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* PD Agent +> PD Handler Modbus [& 'reply_to' ¥—T payload ® MD5fEZ/\> K1) V45 LETH,
*HMBEONY FSERWSGEARIK. HBORER/O—FEFTEHIELTRETT.
*
*RERAB—FRITRSE PHP RV )T hE T—E~A—ZED md5 & reply_to DEZELEL.
*flag & 0 ICEHLET.
* ZERA O— FIZIGERSA O— FAEENTULEWNMES, PHP XY 1 T RiE flag & 2 ITEL.
*BEELET.
*
*/

$dump_file = /tmp/dump.txt'";

$db_file = /tmp/pd_web.db';

/*HTTP ~v & —DOWHER */
if ((isset($_SERVER[HTTP_X_PD_WEB_VERSION']) &&
isset($_SERVER['HTTP_X_PD_WEB_ID')) &&
isset($_SERVER[HTTP_X PD WEB_TIME]) &&
isset($_SERVER['HTTP_X_PD_WEB _MD5']) &&
isset($_SERVER['HTTP_X PD_WEB_SIGNATURE)) {
/* HTTP N #—HFRIEHIHEE Bad Request 400 ZiRY . */
http_response_code (400);
exit;

}
/* SQLite3 F—4 —~—ZXDEEAHRAH */

¥ KO—KEH U TLTHAED, SQL 1 2193 UtEEEABLTHET.
EEAICRAYT 5=0I1Z1E& $_SERVER['HTTP_X PD WEB ID] @O/ F—< 3y
#+H01ToTTEL %

$db = new SQLite3($db_file);

$query = sprintf("SELECT key, flags, payload, md5 FROM client WHERE id = '%s";",
$_SERVER['HTTP_X_PD_WEB_ID');

$results = $db->query($query);

if(! $results) {
/* HTTP_X_PD_WEB_ID A7F7E L A UL MEE & Unauthorized 401 %3R3, */
http_response_code (401);
$db->close();
exit;

}

else {
$row = $results->fetchArray();
$key = $rowl'’key'l;
$flags = $row['flags'l;
$payload_tx = $row['payload'l;
$md5_tx = $row['md5'];

}

*HTTP YUY TR AV FTADFEDXFIET—FR—X LD key ZRAL
signature #{ERLT 5 */

$hash_hmac_data =
$ SERVER[HTTP_X_ PD_WEB_VERSION'] .
$ SERVER[HTTP_X_PD_WEB_ID'] .
$ SERVER[HTTP_X_PD_WEB_TIME'] .
$ SERVER[HTTP_X_PD_WEB_MD5;

$signature = hash_hmac (sha256', $hash_hmac_data, $key, false);
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[* HTTP BEAN Y ZHBEEBDRE */

date_default_timezone_set('Asia/Tokyo");

$tm = localtime();

$timestamp = sprintf("%04d-%02d-%02dT%02d:%02d:%02d.000+09:00",
$tm[5]+1900,$tm[4]+1,$tm[3],$tm[2], $tm[1],$tm[0]);

header('Pd_Web_Version: 1.0";

header('Pd_Web_Id: ' . $_SERVER[HTTP_X PD_WEB_ID');
header('Pd_Web_Time: '. $timestamp);
header('Content-Type: application/json;charset=UTF-8");

YO ITR A FDHEBELXFFIH VERSION.ID.TIME.MD5 THERBENTWLADIZx L.
BEANY FDHEELCFFIE, VERSION.ID.TIME.MD5.SIGNATURE
(SIGNATURE I&, UV IR AV FIZEEFNDXFI) TERSNTWSHEITEE

if ($signature != $_SERVER['HTTP_X_PD_WEB_SIGNATURE) {
/* HTTP_X_PD_WEB_SIGNATURE ¢& signature D—H LA LMEE(X,
401 Unauthorized ZiR79". */
header('Pd_Web_Md5: ' . md5("));
$hash_hmac_data ='1.0' . $_SERVER[HTTP_X_PD_WEB_ID'] . $timestamp .
md5(") . $_SERVER[HTTP_X_PD_WEB_SIGNATURE';
$signature = hash_hmac (sha256', $hash_hmac_data, $key, false);
header('Pd_Web_Signature: '. $signature);
http_response_code (401);
$db->close();
exit;

}
$payload = file_get_contents("php://input");

if(md5($payload) '= $_SERVER[HTTP_X_PD_WEB_MD5']) {

/* payload @ MD5{E & HTTP_X PD_WEB_MD5 A—E LA WMEEIE,
406 Not Acceptable %3RY. */

header('Pd_Web_Md5: ' . md5("));

$hash_hmac_data ='1.0'. $_SERVER['HTTP_X_PD_WEB_ID'] . $timestamp .

md5(") . $_SERVER[HTTP_X_PD_WEB_SIGNATURE';

$signature = hash_hmac (sha256', $hash_hmac_data, $key, false);

header('Pd_Web_Signature: '. $signature);

http_response_code (406);

$db->close();

exit;

H

/* ZIERAO—F% HTTP YU TR Ay A LEHIT dump_file [THHHT D */
$fp = fopen($dump_file, 'a+";

fputs($fp, $_SERVER[HTTP_X_PD_WEB_VERSION'D;
fputs($fp, "¥n");

fputs($fp, $_SERVER['HTTP_X_PD_WEB_ID');

fputs($fp, "¥n");

fputs($fp, $_SERVER[HTTP_X_PD_WEB_TIME);
fputs($fp, "¥n");

fputs($fp, $_SERVER[HTTP_X_PD_WEB_MD5']);
fputs($fp, "¥n");

fputs($fp, $_SERVER['HTTP_X_PD_WEB_SIGNATURE']);
fputs($fp, "¥n");

fputs($fp, $_SERVER['CONTENT_LENGTH');

fputs($fp, "¥n");

fputs($fp, $payload);

fputs($fp, "¥n");

fputs($fp, "¥n");
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fclose( $fp )s

/*flags B 1 (MEBhRAO—FHY) DIFE. EXRIO—Fh5,
'reply_to' F—DIEZEIE */
if($flags === 1) {
$json = mb_convert_encoding($payload, 'UTFS', 'ASCILJIS,UTF-8, EUC-JP,SJIS-WIN");
$array = json_decode($json,true);
if (parray '== NULL) {
/¥ BERAO—FKIE, JSONA TSy FOEFITY. ¥/
$payload_count = count($array);
for($i=0;$i<$payload_count;$i++) {
if (isset($array($il['reply_to')) {
* 'reply_to' F—M{EL md5_tx FLHLE ¥/
if($arrayl$il['reply_to'l === $md5_tx) {
P —BLTWBIGEIL flags & 0 1295 */

$flags = 0;
else {
* —BLTWELMEEIE flags & 2 (25 ¥/
$flags = 2;
§
§
break;

}
if($i == $payload_count) {
[* 'reply_to' F—DEFE LGS flags & 2 1235 ¥/

$flags = 2;
}
else {
/* JSON XFHTEIMEE. flags & 2 12§ 5 */
$flags = 2;
}

/¥ T—BR—2D flags #EHT 5. */
$query = sprintf("UPDATE client SET flags = %d WHERE id = '%s"" ,
$flags, $_SERVER['HTTP_X_PD_WEB_ID');

$results = $db->query($query);
§

if($flags == 2) {
/*flags M 2 GEIERAO—FHY) DHEEIL. payload_tx ZiXY., 200 0K #iRF. */
header('Pd_Web_Md5: ' . md5($payload_tx));
$hash_hmac_data ='1.0'. $_SERVER['HTTP_X_PD_WEB_ID'] . $timestamp .
md5($payload_tx) . $_SERVER[HTTP_X_PD_WEB_SIGNATURE'];
$signature = hash_hmac (sha256', $hash_hmac_data, $key, false);
header('"Pd_Web_Signature: '. $signature);
echo $payload_tx;
http_response_code (200);

[*flags & 1 (WEHRLSO—FHY) [CEEL, T—2_R—RD flags ZEHT 5. */
$flags = 1;
$query = sprintf("UPDATE client SET flags = %d WHERE id = '%s';" ,
$flags, $_SERVER['HTTP_X_PD_WEB_ID');
$results = $db->query($query);
§
else {
/* 200 OK #iRY. */
header('Pd_Web_Md5: ' . md5("));
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$hash_hmac_data ='1.0'. $_SERVER['HTTP_X_PD_WEB_ID'] . $timestamp .
md5(") . $ SERVER['HTTP_X PD WEB_SIGNATURE';

$signature = hash_hmac ('sha256', $hash_hmac_data, $key, false);

header('Pd_Web_Signature: '. $signature);

http_response_code (200);

}

$db->close);
exit;
7>

4-12. IoT Hub / IoT Edge ~DT—4RF{EIZDLVT

PD Repeater 7> 5 Azure IoT Hub (22659 584, A b~ (OpenBlocks) 2> 51 >
Z—2y MERICTHEEITWET, 20D, 777 YA FICTHERT 27 =20
Fr~E T 4 VAR EITOGA . BIET 5T —Z1IE A~ (OpenBlocks PIIZTH Y 3A
BZAT 9, Azure NORIOH— B R Ll U CABLZAT 5 WERH Y £7,

OpenBlocks loT Family

-

PD Handler PD

Repeater
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PD Repeater 7>5 Azure IoT Edge (2559 5484, A h~ 3 (OpenBlocks) 7> 5 7
A NNIZHFIET D a7 F 7213 Azure IoT Edge 3@ L CTW A 50~ v Zxf LTT
— X EEEITVET, Azure IoT Edge TlX, 7— X D7 4 NHEEITH> AT T &EITH
ETCT—ZWBMTAET, o, BEBBHTIIA 7 74 VRETOEELR— KL
THEY., IoT Hub ~OFT — X EENRMAETIEH Y A, (2rTFOF DO — LKD)
MR ZE E DWW TIL ToT Hub & O@EANE L 720 £3, )

OperBlocks laT Family A
Azure [oT Edge
runtime

-
E:’D mmde;‘ [ D %“’
Repeater

CpenBlocks [oT Family,

= -
FD
[PD Haﬂdlerw [Repeater
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4-13. PD Exchange £ 7 77— 3> T/N1 ADRD 1T

PD Exchange(5|5¢ 0 )ixt v —F A REITEE DT 7Y rr— a v ~T7— 2 il
LEEREEFFD £,

AIETiX PD Exchange 1 — \ZF|H 3 5842 L 72 % PD Exchange il ~&&kL7-7
TN =gk REBEBIREE DT A AL ORATT FIEIZHOWTHBLET,

Sensorl " Appl

OpenBlocks ‘

Sensor2 .
IoT Family

. Sensor3 /

[ToT 7 —% ] — [PD Exchange] % 7\ CLLFA2 %ML ET,

‘PD Exchange App2 |

: App3

TNAREE
AT LIRS SN T NS AT VT Y
VA= a—TERLET,
TS r—av
OpenBlocks°([l PD Exchange |Z T8k ST 7V Fr—v
2V RIEE LT VER R¥UEMLET,

P Exchuge PD Exchange IZREGKOT 7Y r—3 3 4
o ERETHLET IR0 £ T,
— F o Rx/NVID—%& :

d_ussri:pd_appt 81d2adbo4a44836a5050ab0b T bcbs FoLIDNE )

(B RE & & ffT SnioT A R
LT TN = arOF v 2 ID BEREN
F75
TER L7 % 20 ID 2 HIBRT 25 &1 [
¥V ID HIBR) RE &L T ZEW,
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4-14. FEZIEXRI SV RIZHITATORaLIZDNT

BEZEH7 70 Fo7a Fa)/VZLFTORITRT@Y L0 9,

J7U K fER 7 e k= il &

PD Exchange REST

MS Azure IoT Hub MQTT

MS Azure IoT Hub[WebSocket] | MQTT over WebSocket
AWS IoT Core MQTT

AWS IoT Core[WebSocket] MQTT over WebSocket
Google IoT Core MQTT
Watson IoT for Gateway MQTT

MS Azure Event hubs AMQP
Amazon Kinesis REST

Watson IoT for Device MQTT

Toami for DOCOMO REST

KDDI IoT 7 7 7 I Standard REST

PH th B {££k WEB H#—/3— REST

WEB #—/3— REST

MQTT $—,3— MQTT

TCP TCP

RAAL Yy b Unix Domain Socket

W REST &1} WebSocket 21 9 712 s 2L HOWTIETHTTP 7 2 %3265 LTV ET,
HTTP ' x L EEICCTHEAT I AL, WEBUIL® Xy hU—72 | = THTTP u %
VI ATTERELTLIES N,
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